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1.  
2.  
3.  
4.  

VideoID - High

How is it consumed?

Because this product performs a video transmission from our client's frontend directly to the eID backend, our client must integrate the eID SDK 
into their application for the product to work.

This product includes a human agent verification, through the "Registry" solution, which occurs through an asynchronous request.

We provide the following SDKs:

Web SDK: it is a JavaScript library, for applications that run on a web browser. It works in desktop computers, laptops, cell phones and 
tablets.

iOS SDK: for native applications on devices with iOS operating systems. It works on cell phones and tablets.

Android SDK: for native applications from devices with Android operating systems. It works on cell phones and tablets

Typical Client Process

Typically, this product is used in processes of new registrations (Onboarding) from our Client's application, which for regulatory reasons, must go 
through a human verification of the video once it has been recorded.

Each onboarding process varies from client to client, but generally consists of a series of steps that we detail below:

Acceptance of terms and conditions before starting the process
VideoID Process
Additional data and checks
End of the onboarding process

1) Acceptance of terms and conditions before starting the process

For regulatory compliance in terms of data protection, it is necessary that the Person accepts that it will be recorded and that his or her data will 
be treated according to the current regulations, before starting the process.

Note: see diagram below.



2) VideoID Process

In order to start each VideoID process, the eID API must provide an "Authorization". This Authorization is a code used at the Frontend Customer 
level to initiate the transmission of the VideoID to the Backend eID. For security reasons, the Authorization is temporary and it only allows one 
VideoID to be made.

Note:  from a technical point of view, the integration of the "VideoID - High" product is done using the API calls for VideoID in "Unattended" 
processing mode. Conceptually it means that it is a video ID that is not attended by humans during video transmission (also known as VideoID 
with Asynchronous verification). In any case, the full technical detail can be found in the API documentation.

Note: see diagram below.

A:  The "Backend Customer" requests the Authorization with an API call.

B:  The Backend Customer sends the Authorization to the Frontend Customer to be used by the SDK at the beginning of the video transmission.



Note:  see diagram below.

C: using the "Authorization" previously requested to the API, it is passed to the SDK and the request is made to start the video transmission. 
Once the process is started, everything happens automatically and the VideoID shows help messages to the Person who identifies himself, both 
in the step of showing the ID card and in the step of showing the face.

D: During the process, there could be different circumstances that prevent the Person from advancing in the process, or to finish the VideoID 
correctly. If this happens, the SDK allows to get the reason that made the video process not finish correctly through an error code, for example: 
low lighting, slow or unstable connection, etc. Note: the catalog of these errors is available in the API documentation.

In operational terms, a VideoID exists in several states, visible in Grafana reports or from direct database queries (in the Dashboard API it is not 
possible to see these states):

Pending: An "Authorization" request has been made but for technical or operational reasons, the video transmission to the "Backend 
eID" has not been initiated.

Failed:  The VideoID started working but could not finish correctly.

Completed: the VideoID reached the end of the process correctly.

Ongoing: the video is being transmitted.

Note:  only VideoIDs completed in "Completed" status can be sent for verification by human agents.



3) Additional data and checks

Once the VideoID process is completed, the eID Client can retrieve all data collected by the technology and corresponding evidence through the 
eID API.

Typically, a Client will also use the data collected through the eID technology to make queries to third party screening services (blacklists, 
sanctioned individuals, known terrorists, etc.).

Note:  see diagram below. 

A: The "Backend Customer" can get all data collected by VideoID during the process through an eID API call, for use it in the next steps of the 
Onboarding process.

B:  The Backend Customer makes an eID API call to request a human agent to review the recorded VideoID. NOTE: This step is what makes the 
VideoID "High", because for regulatory purposes, human review adds greater safeguards to the video identification process. 

B1:  The eID API is responsible for queuing the verification request in the corresponding "Registry" (Registration Authority), so that an 
available agent can review and validate the VideoID. The verification time of an agent can have a defined maximum or it can be indefinite, 
depending upon customer needs.

B2: Once the VideoID is reviewed by the verifying agent, the eID API updates the verification information and makes it available via eID 
API and/or Webhook (see step F).

C: once the data collected by VideoID is retrieved, the Customer can show it to the user through the "Frontend Customer" to pre-fill the form and 
ask him to fill in the remaining fields, improving the user experience.

D: Once the person fills in all the remaining data, they are updated in the "Backend Customer" to complete the next steps of their onboarding 
process.

E: The VideoID data, retrieved through the eID API, is used by the Customer to make queries to sanctioned list providers, political responders 
(PEPS), terrorist lists and other queries necessary for regulatory compliance, depending on the case of use.



F: If the Customer has the eID Webhook configured, it will automatically know when the agent finishes the verification, because the eID API is in 
charge of informing it through the Webhook, otherwise, it can call the API to know the verification status of that VideoID.

 4) End of the Onboarding process

When the "Backend Customer" has all the information needed for the onboarding process, the process ends, and the person is informed that the 
Onboarding has finished.



 

Information held by eID avalaible for Costumers

At the end of a VideoID process, all information captured and generated during the process is available via eID API to be consumed by the 
Client, as long as the contractual relationship between eID and Client is maintained.

The information of a VideoID available for download via API includes, among others:

VideoID identifier.

Result of the automatic validations made by the VideoID on the identity document and the face of the person.

Personal data extracted from the ID document.

Image of the identity document in standard market format. If it is a two-sided document, images of each side will be available.

Image of the person's face.

Video of the whole process carried out by the person in market standard format.

Identifiers of the Registration Authority (Registry) and the human agent who performed the verification.

In addition, there is the possibility for the customer to remove all information relating to a specific VideoID using the eID API.

Note: the information is permanently deleted, there is no way to recover the information once deleted.


	1. INTRODUCCIÓN
	1.1. Presentación
	1.2. Identificación

	2. Publicación de información y repositorio de certificados
	2.1. Repositorio de certificados

	3. Identificación y Autenticación

